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ABSTRACT 

In Nigeria, the democratic governance relies on elections for selecting leaders, but 

the integrity of this process is vital for sustaining democracy. Developing 

democracies, like Nigeria, face challenges such as the potential for electoral 

violence and manipulation. The current paper-based voting system in Nigeria is 

susceptible to data manipulation and lacks transparency. This study proposes a 

Semi-Decentralized electoral system utilizing the Ethereum blockchain to enhance 

the security, auditability, and efficiency of the electoral process. The system aims 

to resist malpractices, reduce costs, and expedite the vote counting process while 

minimizing human intervention. The blockchain's tamper-proof nature and 

decentralized structure provide a secure and reliable platform for electoral data. 

To understand the root causes of electoral malpractice, qualitative research was 

conducted in Sapele Ward IV, Delta state, revealing self-interest, poverty, and a 

lack of trust in the government as primary motivators. The implementation of the 

blockchain-based electoral system demonstrated improved efficiency in collecting, 

collating, securing, and publishing election results. This innovative approach 

enhances the perceived integrity of the electoral process, addressing key challenges 

in the current voting system. 
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1. INTRODUCTION 

Elections and voting are the fundamental 

notions in the modern democratic landscape, 

as they both represent the core and focal 

point in civic engagement and governance 

thereof. Elections are the means by which 

people as a group convey their preferences 

for choosing a representatives or reaching 

critical decision (Abuidris et al., 2019). The 

blockchain is fast developing as a 

transformational instrument. Its 

introduction as a new tech has improved the 

security and integrity of these procedures 

(Aghware et al., 2023b, 2023a; Akazue et 

al., 2023; Ojugo, Akazue, et al., 2023; 

Ojugo, Ejeh, et al., 2023). Although, the 

blockchain was first proposed as a 

fundamental tech to serve as 

cryptocurrencies – its usage and the 

consequent adoption in other fields other 

than its use as money has become 

imperative and critical (De’ et al., 2020; Fan 

et al., 2022; Lei et al., 2022; Quamara & 

Singh, 2023) – and to include in election 

processes to ensure notable elections . In 

order to establish the foundation for a more 

thorough examination of the relations 

between elections, voting, and blockchain 

technology, and change the nature of 

democratic practices (Damoska & Erceg, 

2022; Nguyen et al., 2021; Ojugo, 

Odiakaose, et al., 2023; Sedlmeir et al., 

2020). 

An election is a formal process where 

http://fupre.edu.ng/journal
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persons or groups make choices or 

decisions by voting (Omran Aly, 2014). 

Elections are used to select representatives 

and/or leaders who make decisions on 

specific issues within a community, or 

political entity (Okuyama et al., 2014; 

Ometov et al., 2021). The voting process 

allows eligible participants to express their 

preferences, and the candidate or option 

with the most votes usually emerge as a 

winner. Callen (2016) described election as 

the process by which the populace selects 

its leaders, expresses their preferences for 

policies and programs, and, as a result, 

grants a government the power to rule 

(Callen et al., 2016). 

 

1.1 The Electoral System 

How a people select a candidate of their 

choice to a place of authority – is described 

as election. The regulations that govern 

how elections and votes are held and how 

their outcomes are determined is known as 

an electoral system or voting system. All 

aspects of the voting procedure are 

governed by these laws, including when 

and where elections take place, who is 

eligible to vote (Ojugo et al., 2012; Ojugo, 

Ejeh, et al., 2023) who may run for office, 

how ballots are labelled and cast, how they 

are counted, how the results of the vote are 

determined, spending caps on campaigns, 

and other elements that may have an impact 

on the outcome (Mamun et al., 2022; Mao 

et al., 2018; Murthy et al., 2020; Ojugo & 

Eboka, 2019b). The constitutions and 

electoral laws define political electoral 

systems, which are normally run by election 

commissioners and are capable of using a 

variety of elections for various offices. This 

procedure establishes as well as specifies 

the standards that must be satisfied by a 

party or candidate in order to run for office 

and how votes are counted (Yoro, Aghware, 

Akazue, et al., 2023; Yoro, Aghware, 

Malasowe, et al., 2023). 

Reynolds (2005) An electoral system is 

designed to impact all aspects of its 

electoral laws. The choice of electoral 

system has an influence on the way 

boundaries are drawn, how voters are 

registered, the design of ballot papers, how 

votes are counted, and numerous other 

aspects of the electoral process. There are 

numerous election systems in use today, 

with numerous variations on each. They can 

be divided into three main families: mixed 

systems, proportional representation 

systems, and plurality/majority systems. 

Nigeria uses a Plurality/ majority electoral 

system called First Past The Post (FPTP). 

Elections continue to be the most suitable 

and widely used method for choosing the 

people's representatives, who will be in 

charge of governing on their behalf 

(Hounkpe, Gueye, & Badara, 2010). The 

integrity of the electoral process is crucial 

to the integrity of democracy (Annan, et al., 

2012). A country's electoral process must be 

clear and understandable enough for voters 

and candidates to accept the outcomes. 

Unfortunately, Elections in developing 

democracies and post-war cultures carry a 

significant risk of reigniting violent conflict, 

undermining stabilization efforts, and 

undermining democratization. It has been 

transformed from a tool of democratic 

participation but also a fierce contest for 

positions of leadership, power and access to 

resources (winrich, 2010). 

Electoral malpractices on the Nigerian front 

from eyewitness reports to new sources 

includes result falsification by security, ad-

hoc recruited staffs etc, multiple voting by 

voters using the same card, under-aged 

voting,  use of illegally acquired voting 

cards to vote on election days, concealment 

or non-release of voters’ register loaded 

with false names, voters register used at 

polling units not numbered, thus permitting 

arbitrary addition of names to the register, 

missing names of some registered voters, 

intimidation and disfranchisement of voters, 

snatching or destruction of ballot boxes, 

miscomputation and falsification of result 

by staffs, increasing the number of invalid 

votes to reconcile the total number of votes 

on the card reader, not using card reader so 

as to enable the manipulation of accredit 

voters as they see fit, and using spirit to 
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clean the indelible ink. 

Others committed by the upper level of 

administration includes to influence results 

in favour of the incumbent party or rulers, 

the diversion of electoral materials to 

enable the falsification and other forms of 

manipulation, changing of electoral staff 

few days to election day etc. One can 

deduce from this – that Nigeria has 

performed poorly in all her elections; And 

this, has since been identified as the greatest 

menace and threat to this nation’s 

democracy. 

 

1.2. The Blockchain Technology 

Blockchain is a complex data structure in 

which growing records are stored in blocks. 

Its 4-basic elements are data, current block 

hash, previous block hash, and timestamp. 

So, if we add new data blocks to the 

blockchain, each new block is linked to the 

previous one. using a hash value which 

makes it immutable, and all the workflow is 

recorded are time-stamped which places an 

identity to it and the replicas are distributed 

to each network node that is a participant, 

this guarantees that the data integrity is kept 

between the endpoints without any human 

involvement (Naz & Lee, 2020; Nazir et al., 

2017; Nishi et al., 2022). 

A blockchain is a distributed transaction 

ledger (Onik et al., 2019). It is a distributed 

database in which a linear collection of data 

elements called blocks are linked together 

to form a chain, and secured by 

cryptographic primitive (Ojugo et al., 

2021b, 2021a). It is a record-keeping mode 

that uses decentralised distributed database. 

The list of records is kept in a block, which 

is linked together to form a chain. Hacking 

a blockchain is tough because if one block 

is hacked, the attacker must hack every 

block because each block’s hash pointer is 

linked to the next (Omar et al., 2020; 

Ometov et al., 2021). First, blocks are 

provably immutable. This is possible 

because each block contains a hash, or 

numeric digest of its content, that can be 

used to verify the integrity of the containing 

transactions. Next, the hash of a block is 

dependent on the hash of the block before it. 

This effectively makes the entire 

blockchain history immutable, as changing 

the hash of any block (Ojugo et al., 2013; 

Okuyama et al., 2014; Omar et al., 2021). 

 

1.3. Electronic Voting and Data Integrity 

Annan, et al., (2012) defines election 

integrity as any election that is conducted in 

a professional, unbiased, and transparent 

manner throughout the whole electoral 

cycle and is founded on the democratic 

values of universal suffrage and political 

equality as reflected in international norms 

and agreements. It is dangerous to take 

electoral integrity for granted. Within the 

official body of election administration, 

mechanisms for promoting and upholding 

integrity in every step of the electoral 

process are frequently implemented. These 

mechanisms allow for monitoring of 

electoral administration operations, 

oversight of the electoral process by other 

governmental sectors or agencies, civil 

society, and the media, and provision for the 

judicial or administrative enforcement of 

electoral laws and regulations. Without 

electoral integrity, there is little public trust 

in the election results, leaders and officials 

are not held accountable, and the 

government lacks essential legitimacy. 

Public trust in political and electoral 

systems is a requirement for election 

integrity. Political structure reform is not 

sufficient; the public must be persuaded that 

the changes are genuine and deserving of 

their trust. Building such confidence 

requires among other things inclusivity, 

transparency, and responsibility. 

(DANILLER & MUTZ, 2019) study 

was aimed at investigating the impact of 

democratic outcomes on individuals' 

perceptions of electoral integrity, 

particularly in the context of American 

presidential elections. He aimed at 

exploring whether positive reactions to 

winning and negative reactions to losing 

balance each other out, thereby maintaining 

a relatively constant perception of electoral 

integrity in a highly competitive political 
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environment like the United States. The 

research employs panel data covering over 

nine years, spanning three American 

presidential election cycles. The study's 

main conclusions imply that winning and 

losing have different effects. Put differently, 

different people's opinions of electoral 

integrity are affected differently by these 

outcomes. The study also shows that these 

effects on people's perceptions are 

remarkably long-lasting. In particular, 

voters' perceptions of the democratic 

process are significantly and permanently 

altered by recurrent electoral defeats. 

In another study conducted by (Garnett & 

James, 2020), the authors present a new 

method of assessing the integrity of 

elections by emphasizing the importance of 

practitioner knowledge. They assert that 

electoral officials possess unique, practice-

based, experiential, and tacit knowledge 

about the conduct of elections, which is not 

fully captured by public and expert 

perceptions. This practitioner knowledge 

includes insights into the technical aspects 

of administration that may not be apparent 

to the public or even to other experts. To 

support their case, the author presents 

results from the first-ever cross-national 

datasets derived from a survey of electoral 

officials in 31 countries. These practitioner 

assessments of electoral integrity are then 

compared to assessments from experts and 

the public – traditional methods of 

evaluating electoral integrity (Ojugo & 

Otakore, 2018a, 2018b). The findings 

indicate that practitioner assessments are a 

reliable measure of electoral integrity, 

suggesting that the unique insights of 

electoral officials should be considered 

when evaluating the fairness and integrity 

of elections. Furthermore, he discussed how 

gender and job satisfaction can influence 

practitioner assessments. The analysis 

suggests that certain electoral malpractices 

might have gendered aspects, and job 

satisfaction is a significant factor that 

should be taken into account in future 

studies. 

(Norris, Frank, & Coma, 2014) research 

design involves a survey-based approach 

using a set of indicators and an overall 

index to evaluate the perceived quality of 

elections. The primary objective was to 

determine the validity of claims regarding 

fraud, irregularities, and malpractices in 

contentious elections. Survey of election 

experts were carried out providing valuable 

insights into the electoral processes 

(Suleiman & Reza, 2019). The survey 

comprises 49 indicators that were clustered 

into 11 stages of the electoral cycle. This 

approach allows for a comprehensive 

evaluation of the entire election process 

(Braddock & Chambers, 2011). The study 

compares the quality of elections globally 

using the Perception of Electoral Integrity 

(PEI) 100-point index dataset generated 

from the survey. This index serves as a 

quantitative measure to gauge the perceived 

quality of elections. It condenses the 

complex evaluation into a numerical score 

(Nassar & Al-Hajri, 2013). This dataset is a 

new addition to evidence available to assess 

problems of electoral integrity. The study 

claims high levels of external and internal 

validity, suggesting that the findings are 

applicable beyond the specific cases studied. 

 

 
Figure 1. Existing System design (Okonta 

et al., 2013, 2014; Wemembu et al., 2014) 

 

The study is motivated (Ojugo, Eboka, et al., 

2015a, 2015b) as thus: 

1. The unwillingness of stakeholders to 

disclose accurate data in the course of 

electioneering and during the collation 
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of results – has led to the unavailability 

of data for extensive study. To combat 

this – we use a hyper-ledger fabric 

framework. 

2. Previous studies used a centralized 

model, which has not improved 

transparency, user-trust, and transaction 

security that is required to ensure 

credible elections. 

3. With no controldue to external/internal 

influences of the election process, the 

quality of the election become erratic 

and marred with all forms of violence, 

corruption etc.  

 

Our study seeks to explore a block-

chain-based electronic voting system. 

 

2.    MATERIALS AND METHODS 

2.1.  Proposed Electronic Medical Records 

Blockchain Ensemble 

We employ a 3-tier framework to model our 

blockchain for voting data exchange. The 

blockchain creates a secure, transparent 

space for the electronic records and serves 

as its hidden focal database to aid 

authentication of exchanged data, security 

and storage (Chaieb et al., 2019; S. K. 

Singh et al., 2020). The chain-codes consist 

a 3-tier n-client that aids effective transfer 

of voting records via the blockchain. The 

logic layer processes data by interfacing 

with the hash-codes in each blockchain to 

ensure data integrity (Wang et al., 2020). 

Each hash-code is generated via the hyper-

ledger fabric which maps an input of 

varying length (i.e., voter’s data) to a 

hashed output of fixed length. This hashed 

output value of the record is then morphed 

when the block of data for the electoral 

record changes. The nodes on the 

blockchain then inspects and validates any 

new voter’s record as either a store or 

retrieve transaction request. Each request is 

filed via a distributed consensus by a 

variety of validating nodes (as no single 

node on a chain validates or has central 

control of the network) – making it tedious 

for voter data and election results records to 

be altered, distorted, corrupted, 

compromised and/or stolen (Abakarim et 

al., 2018; Abbasi et al., 2016; Albladi & 

Weir, 2018; Allenotor et al., 2015; 

Allenotor & Ojugo, 2017). 

 

 
Figure 2. Block diagram of the proposed system 

 

The user-interface helps to effectively 

manage data access, server-side procedures, 

and storage; while, keeping each as an 

autonomous segment on isolated stages 
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using n-fat client framework (K. W. Brown 

& Armstrong, 2023; W. Brown & 

Armstrong, 2015). Our 3-tier design allow 

each layer to be redesigned or supplanted 

freely without system downtime. Our 

design architecture is thus inspired by (A. 

Singh et al., 2020; Stanisławek et al., 2021) 

to consists of: (a) the client module – 

identifies data with allowed, accessible 

services on the mobile app, which enables a 

user interact with other layers in the system 

by sending user query results via a P2P 

network, (b) the application server yields 

the business logic of the blockchain (Ojugo 

& Eboka, 2021), which controls the 

application and yields the smart contracts 

using the hyper-fabric ledger, and (c) the 

blockchain database houses the business 

logic – acting as a database server for data 

storage and recovery (Alakbarov & 

Hashimov, 2018; Datta et al., 2021; Joshi et 

al., 2021; Ojugo & Yoro, 2020b; Pradeepa 

& Parveen, 2020). 

 

2.2.  Proposed Structure and Chaincodes 

The chain-code(s) as in figure 2 details 

transition of records between actors (i.e. 

voter, practitioner, database), and how 

medical records are distributed and changes 

their state from one stakeholder to another. 

These transactions use the smart-contracts 

logic to execute and regulate these 

transitions, and yields traceability, 

transparency and efficiency of these records 

as they move between these unique states 

(Ojugo & Yoro, 2021b). The records and 

states are stored in the hyper-fabric ledger. 

Details of the chain-code structure is as thus 

(Despoudi et al., 2021; Wright & De Filippi, 

2015). 

1. Stage 1: Ledger State – The medical 

record represents a set of properties 

with assigned values that creates a 

unique keyset as well as the state of the 

voter record. The voter_list is the 

complete keyset, with its state 

initialized as a record in the world state 

on the hyper-fabric ledger. This record 

supports several states with attributes 

that allows the same ledger in its world-

state to hold various records of the same 

voter. This makes possible the 

capability of the system to evolve and 

update its state(s) and structure. 

2. Stage 2: Proof-of-Trust – With a variety 

of roles (not limited to the) commission 

personnel, adhoc staff and the 

electorates, we have a variety of 

transaction(s) etched in the smart 

contract with enshrined rules for: (a) 

transition of records between the actors, 

(b) how different business interests 

must approve a transaction, and (c) how 

each individual state keys work. It 

implies that the chain must set a rule in 

the namespace to define a business 

logic or transaction that processes a 

specific voter_record, and set another to 

update all retrieved/processed record 

assets to portray trust relations of the 

transactions. 

3. Stage 3: Smart Contract – Here, a 

smart-contracts code set all valid states 

for a voter record and the logic that 

transitions it from a state to another. 

Smart contract sets up key-business 

processes and information to be shared 

across various actors interacting on the 

network. It defines the various states of 

a business manages the various 

processes to move an asset/record 

between these states. In the network, the 

same smart contract is shared and used 

by the different nodes and by the 

different applications connected therein. 

Thus, it jointly executes a shared 

business data and process. All members 

of the network must agree a specific 

version of smart contract to be used. 

 

2.3.  The Activity Diagram 

An activity diagram represents a series of 

actions or flow of control in a system 

similar to flowchart or a data flow diagram. 

The activities modelled can be sequential 

and concurrent (Chevalier et al., 2003; 

Tarafdar & Zhang, 2005). Figure 3 shows 

the activities performed by each entity/class 

of the system and these activities are 

discussed thus:  
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1. The election personnel and voter 

attempt to login by entering their 

respective usernames and passwords, 

and await authorization from the 

blockchain database. If the username 

and password is invalid it aborts the 

operation but if valid the users (election 

personnel and voter) gains access into 

the system and are assigned individual 

privileges.  

2. The election personnel views voters’ 

medical history, diagnose, run tests on 

the voter and then upload the medical 

results into the system. The blockchain 

encrypts the medical result and shares 

to multiple participants in the network 

for consensus (Ibor et al., 2023; Ojugo 

& Nwankwo, 2021; Ojugo & Yoro, 

2021a).  

3. The voter views the uploaded results by 

the commission and can also request for 

modification in biodata. The request is 

sent to the blockchain database and 

propagated across the network for 

subsequent approval or decline of the 

request. If the request is approved the 

changes are effected otherwise the 

operation is aborted. One participant 

cannot make changes without the 

consensus of other participants in the 

network, otherwise the data is said to be 

compromised. (Ojugo & Yoro, 2020a, 

2020c).

 

 
Figure 3. System flowchart of the proposed system 

 

3.    RESULT FINDINGS AND 

DISCUSSION 

3.1. Response Time 

This performance metric seeks the time 

interval between a user’s request and actual 

time a response is fed back as in figures 4. 

 

 
Figure 4. Response time with 2500-users 
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Response time for our database queries was 

about 0.38secs, for email download 

0.008secs, 0.052secs for file download and 

0.32secs for page retrieval There is no 

significant difference in response time for 

the applications. We conclude that the 

response time even with when doubled is 

still scalable. Table 1 is a vivid picture of 

the simulation results for electronic voting 

system app used by undergraduates in 

Federal University of Petroleum Resources 

Effurun. 

 

Table 1. Scalability Result 

 

Items 

Scenario 

1 

Scenario 2 Scenario 

1 

Scenario 2 

Time 

Secs 

Population Time 

Secs 

Population 

DB 

Query 

0.38 0.40 3512 7230 

Email 0.008 0.015 3512 7230 

FTP 0.052 0.060 3512 7230 

HTTP 0.32 0.35 3512 7230 

 

3.2. Application Throughput 

Throughput is the actual transfer rate 

of data in a medium over given a period of 

time. It checks capacity of a network data 

transfer rate as analyzed in Figure 5. 

 

 
Figure 5: Throughput test 

 

The highest data transfer rate was about 

47.68mbps, which agrees with (Cerf, 2020; 

Charan et al., 2020; Manickam et al., 2022). 

We clearly see that different nodes were 

sent echo request, and an eighty per cent 

(80%) response rate was gotten. This was 

solely because it was the first time. 

Subsequent echo request had a success rate 

of a hundred per cent. This clearly shows 

that the different nodes were reachable 

(Ojugo, Allenotor, et al., 2015; Ojugo & 

Eboka, 2019a; Yoro & Ojugo, 2019). 

 

3.3. Discussion of Findings 

While the adoption of blockchain in 

electoral systems has proven successful in 

various aspects, it is essential to address 

challenges such as scalability, accessibility, 

and regulatory considerations. Nevertheless, 

the positive outcomes observed so far 

suggest that blockchain holds great promise 

in revolutionizing electoral processes by 

creating a more secure, transparent, and 

efficient foundation for democratic 

practices. 

Phishing and social engineering threats are 

effectively countered through a multi-

faceted approach (Ojugo & Eboka, 2014, 

2018). User education plays crucial role in 

empowering individuals to recognize and 

resist deceptive tactics. Also, 

implementation of two-factor 

authentication (2FA) for remote access and 

voting adds an extra layer of security, 

requiring additional verification beyond 

passwords (Ojugo & Ekurume, 2021). 

Clear and prominent warnings further 

enhance user awareness, alerting them to 

potential risks and encouraging cautious 

online behaviours. A comprehensive 

strategy is collectively required to 

strengthens the electoral system defences 

against socially-engineered attacks, 

mitigating the associated cybersecurity 

risks (Jáñez-Martino et al., 2022; 

Kumaraguru et al., 2010; Sahmoud & 

Mikki, 2022). 

Also, transition from traditional election 

method cum process to blockchain 

electronic voting presents logistical hurdles, 

including the need for widespread 

technological adoption, addressing 

potential resistance from stakeholders, and 

ensuring accessibility for all demographics. 

To navigate these, a phased approach is 

recommended, starting with pilot programs 

to showcase the benefits and reliability of 

blockchain voting. Also, a comprehensive 
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public education campaigns and 

collaboration with key stakeholders can 

help build trust in the new system, fostering 

a smoother transition. Continuous 

monitoring and adaptation based on 

feedback will be essential to refine the 

blockchain voting method and address 

emerging challenges. 

 
4. CONCLUSION 

Based on these, the study recommends: 

(a) the electoral commission needs to act 

quickly to inform the people about the 

voting process, political rights, and risks 

associated with electoral fraud, (b) the 

executive should stay not partake in the 

appointment of the electoral commission’s 

chairman as this upsets the balance of 

power and this new chairman will be 

influenced in the discharge of his/her duties, 

(c) stricter penalties should be meted for 

electoral fraud to discourage election 

defaulters, (d) explore a blockchain, 

decentralized approach to manage electoral 

data, (e) minimize human intervention in 

the collation process, and (f) outlaw the 

norm of political godfatherism and political 

puppets. 
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