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ABSTRACT 

The blockchain has continued to showcase myriads of promises as a breakthrough 

tech and highly adapted in manifold sectors. Its adoption is accompanied by a 

range of issues that make implementation complicated. To aid successful 

implementation, a variety of frameworks have been developed. But, selecting the 

appropriate framework based on the conformity of its features with the financial 

sector is a challenge for decision-makers. This study seeks to provide solution to 

the challenge of synchronizing entire blockchain in a minimum possible time, and 

create a Blockchain Technology Framework for pricing and Evaluating Financial 

Markets and also simulate the cryptocurrency market data using a neural network 

based application to generate the optimal prediction and predicting the future of 

investment by fusing the facial recognition system with the framework. 
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1. INTRODUCTION 

Businesses saw substantial changes with 

Industrial revolution and ledgers used grew 

complicated as factories and huge businesses 

proliferated, requiring better management 

(Pinna & Ibba, 2017; Polge et al., 2021). First 

used by business owners, ledgers were used 

records transactions and its entries measured 

a quantity of possessed or owed prior to the 

invention of fiat money managed by financial 

institutions (Ojugo & Ekurume, 2021a). 

Ledgers record business transacts between 

individuals such as sales credits/debits, assets 

and expenditures. Thus, value is assigned for 

goods (Saberi et al., 2019). The imposition of 

taxes for non-payment by central authorities 

like banks and government – allowed for the 

creation of fiat money, which increased its 

demand in time. The more a people accept a 

currency, its value rises as a powerful effect 

of its network. Ledgers have also evolved as 

for tracking and tracing of person's assets and 

liabilities (Ojugo & Ekurume, 2021b; Tian, 

2017; Torky & Hassanein, 2020). 

The birth of informatics and computing and 

the subsequent development of software 

revolutionized ledger systems. In the mid-

20th century, businesses began transitioning 

from manual ledger entries to computerized 

systems. Initially, mainframe computers were 

used to process and store financial data, but 

with the advent of personal computers, ledger 

software became more accessible (Ojugo et 

al., 2021b, 2021a). A ledger is a modern day 

database of records/transactions. Traditional 

databases have long been used to store and 

manage data in a centralized manner. In this 

model, a central authority maintains control 

over the database and validates and verifies 

transactions (Ibor et al., 2023). While this 

approach has its benefits of simplicity and 

ease of use, it also suffers from vulnerabilities 

like points of failure and data manipulation 

risks (Ojugo, Odiakaose, & Emordi, 2023; 

http://fupre.edu.ng/journal
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Ojugo, Odiakaose, Emordi, et al., 2023). 

The birth of peer-to-peer (P2P) networks 

as alternative to centralized system – consists 

of distributed peers or nodes that are both 

clients and servers. P2P networks allow direct 

communication and data sharing between 

participants without need for intermediaries. 

This decentralized strategy decentralizes 

power while boosting privacy and resilience. 

P2P networks, however, cannot solve the 

issue of consensus and participant trust on 

their own. If a peer is sharing a confidential 

file on the network, it may be challenging to 

confirm that they have right authorizations to 

do so given number of nodes. 

Ledgers have been used and dates back to 

ancient civilizations when humans started 

deploying means to record/track economic 

transactions (Baralla et al., 2019). Sumerians 

and Babylonians recorded such transactions 

on clay tablets (Ojugo, Ejeh, Odiakaose, et al., 

2023) and Mesopotamia (i.e Iraq) recorded 

quantities over 5000years ago, partitioned 

into rows and columns where each cell has a 

picture of the type of item (pictograms) using 

cuneiform script to indicate the quantity of it 

(Bedoui & Robbana, 2019). Each item had its 

graphic representation making the ledger 

language an earliest form of writing we have 

discovered (Aghware et al., 2023a, 2023b; 

Akazue et al., 2023; Kabir Bako et al., 2019; 

Ojugo, Eboka, et al., 2015b).  

Evidence abounds that Indians and kings of 

old, used skilled accountants to administer 

and oversee their financial concerns (Caro et 

al., 2018; Damoska & Erceg, 2022). Double-

entry book-keeping is widely used during a 

certain era and was credited to Luca Pacioli 

with his birthing of debits and credits to keep 

track of financial transactions. Businesses 

were able to retain accurate financial records 

via double-entry bookkeeping. Double-entry 

book-keeping was used in Italy, which used a 

ledger to record both debits and credits. It 

was widely adopted and has evolved in time 

rather than via purposeful search. Ledgers 

have played a crucial role in accounting over 

time, evolving from primitive methods to 

sophisticated digital systems (Lewis, 2015; 

Quamara & Singh, 2023; Tian, 2016). 

 

1.1. Blockchain Evolution as Ledger 

Distributed ledger has gain prominence with 

the birth of blockchain. Distributed ledger is 

duplicated and distributed across a network 

with each node having a copy of the entire 

record of transactions on the network. Each 

node can supplement the data in the network 

but cannot alter any data without the 

consensus of majority of the nodes of the 

network. It can be viewed as a decentralized 

database managed and authenticated by 

multiple participants of the network. Features 

of digital currencies can include anonymity, 

consensus, distributed, immutable, secure 

and caries a time stamp on all transactions as 

in figure 1. 

 

 
Figure 1: Evolution of Money 

 

Blockchain ledger was built on the concept of 

Distributed ledger technology and it practical 

use was introduced in 2008 with the creation 

of Bitcoin (Nakamoto, 2008), which 

combines cryptographic techniques, 

decentralized consensus, and a data structure 

called a blocks and yield transparent, tamper-

proof, and decentralized ledger transactions. 

Blockchain offer various merits such as better 

security, transparency, immutability without 

need for a central authority. It eliminates the 

need for a central authority by providing a 

decentralized, transparent, and secure ledger 

that is maintained by a network of nodes. In 

addition to financial applications, blockchain 

ledgers are being explored for use in other 

industries, such as healthcare, real estate, and 

government. Ledgers have evolved over time 

to meet the changing needs of society (Saberi 
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et al., 2019).  

 

1.2. Economic Impact of Cryptos 

Cryptocurrency is digital money that does not 

require financial institution to verify 

transactions and can be used for purchases or 

as an investment. Cryptos are digital or 

virtual currencies that leverage cryptographic 

techniques to secure transactions and control 

the creation of new units. Cryptocurrency as 

the name given to a system that uses 

cryptography to allow the secure transfer and 

exchange of digital tokens in a distributed 

and decentralized manner. These tokens can 

be traded at market rates for fiat currencies. 

Bitcoin as the first cryptocurrency, started 

trading in January 2009 (Kamble et al., 2019; 

Kim & Laskowski, 2018). 

Studies have examined various aspects of 

cryptos adoption, market dynamics, and 

economic implications. Factors that influence 

adoption and rise of cryptos in financial 

systems includes its price formation, market 

efficiency, and its trading behaviour. The rise 

in applications and adoption of electronic 

transactions in the financial sector by various 

organization have played a major role in 

cryptocurrency adoption across the globe. 

The increase in companies using informatics 

and finance (i.e. FinTech) has eased adoption 

of these techs, predicted to revolutionize the 

financial ecosystem (Allenotor et al., 2015; 

Allenotor & Ojugo, 2017; Eboka & Ojugo, 

2020; Malasowe et al., 2023). The potential 

impact of digital currencies can be seen as in 

figure 2. 

Breakthroughs like peer-to-peer lending, 

mobile payments, digital banking, and other 

high-tech advancements, the need for digital 

currencies to support seamless and rapid 

financial transactions has lately surged 

(Brezo, 2012). Financial institutions have a 

history of advancing financial breakthroughs. 

However, things have evolved with the dawn 

of FinTech business in this internet-age. With 

the introduction of the first crypto currency 

by Nakamoto, there has been an exponential 

growth in its us. Cryptos are not only used as 

a currency; But, is now adopted as assets to 

store value because of crypto price formation, 

and market behaviour ensures volatility 

(Gasco-Hernandez et al., 2018; Holmberg, 

2018; Iyoboyi & Musa-Pedro, 2020; Ojugo & 

Eboka, 2018, 2019a, 2019b). 

 

 
Figure 2: Potentials of digital currencies 

 

It has presented various opportunities as 

people buy crypto currencies before they 

lunch at a very cheap price with the hopes of 

the coin increasing in price when it lunches. 

This alone will motivate a lot of adoption 

because of the possibility to make money. 

They noted that volatilities in its asset market 

can be explained by the direction of causality 

from conventional to Bitcoin markets and not 

vice-versa (Ojugo, Allenotor, et al., 2015; 

Ojugo & Eboka, 2014). Thus, price or value 

of a crypto is determined by its asset market 

(Ojugo, Eboka, Yerokun, et al., 2013; Ojugo, 

Eboka, et al., 2015a; Ojugo & Eboka, 2021).  

Some cryptocurrencies focus on privacy and 

anonymity features, aiming to provide 

enhanced confidentiality for users. Privacy-

centric cryptocurrencies employ techniques 

like zero-knowledge proofs, ring signatures, 

or stealth addresses to obfuscate transaction 

details and protect user privacy (Kodali & 

Yerroju, 2017; Rakhra et al., 2022). 

1.3. Biometric Gaits 

Biometrics deals with measurement and 

analysis of biological data via authentication 

technologies. It seeks to extract body features 
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and characteristics of a person such as voice 

and facial patterns, eye retinas, finger prints, 

DNA, eye irises and hand, and explore them 

for information purposes (Kamble et al., 2019; 

Kim & Laskowski, 2018). It also portends a 

means of identification via the characteristics 

or features (Abernathy, 2021; Ayyappan & 

Matilda, 2020; Edirisooriya & Jayatunga, 

2021). It is simply a way to identify a person 

as in figure 3. 

 
Figure 3. Logic block of Biometric system 

 

Biometrics are often grouped into 

physiological (identification via DNA, iris 

scan, fingerprint, iris, hand, palm vein, face), 

and behavioural (identification via voice, 

typical rhythm, keystroke, gait recognition, 

and signatures. While, rarely used due to its 

accuracy – it is costly, and unsuited in many 

applications due to security requirements. 

Also, user reluctance is another factor as this 

is considered intrusive, inconveniencing and 

has privacy concerns. 

Biometric authentication presents more 

potential. As it evolves, its accuracy and the 

convenience for users are likely to increase, 

and biometric devices may take the natural 

and well-deserved lead as user authentication 

credentials (Ojugo, Abere, Orhionkpaiyo, et 

al., 2013; Ojugo et al., 2015; Ojugo, Akazue, 

Ejeh, Ashioba, et al., 2023; Ojugo, Akazue, 

Ejeh, Odiakaose, et al., 2023). 

 

This study is motivated as thus: 

1. Security: Existing system incorporates 

security measures to protect the integrity 

and data confidentiality via: (a) the use of 

encryption techniques to safeguard data, 

ensure nonrepudiation and confidentiality 

with data transfer. It prevent unauthorized 

access to sensitive information, (b) access 

control helps to regulate user permissions 

and restrict unauthorized access to data. It 

ensures only authorized users can view or 

modify data, and (c) utilize the consensus 

mechanism such as proof-of-work (PoW) 

or proof-of-stake (PoS) for immutability 

of data stored in the chain, and maintains 

system integrity (Avinadav, 2020; Cao & 

Guo, 2017; Ojugo & Otakore, 2018b, 

2020a; Oyemade & Ojugo, 2020). 

2. Decentralization helps system achieve 

an effective data management via use of: 

(a) distributed network of nodes, where 

each node stores a copy of the blockchain. 

It prevents a single points of failure and 

enhances system's resilience, (b) use of a 

consensus algorithm to ensure agreement 

among nodes on validity of transactions. 

This enhances system reliability and trust, 

and (c) P2P enable direct communication 

between participants and removes the 

need for intermediaries. It also promotes 

decentralization and reduces reliance on 

centralized entities (Arias-Oliva et al., 

2019; Bodó et al., 2018; Cha et al., 2018; 

Ojugo, Yoro, Okonta, et al., 2013). 

3. Privacy seeks to preserve the privacy of 

sensitive data via: (a) uses pseudonymity 

identifiers to associate transactions with 

users, thereby protecting their real-world 

identities. It maintain user privacy while 

ensuring the traceability of transactions, 

and (b) it emplys user private transactions 

technique such as zero-knowledge proofs 

or ring signatures, to hide transaction 

details from unauthorized parties. This 

enhances transactional privacy within the 

system (Okonta et al., 2013, 2014; 

Tarafdar & Zhang, 2005). 
 

Study aims to improved security feature 

in the blockchain currency using a machine-

learning-based gaits detection ensemble to 

help provide a more personalized and secure 
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ecosystem that enables users perform trans-

actions, and not compromise security and an-

onymity. 

 

2. MATERIALS AND METHODS 

2.1. Existing Ensemble 

The existing system is based on Prasanth and 

Hacket (2021) noted that trust between users 

and the banks were rapidly decreasing due to 

the increased costs of mediations and basic 

transactions. This propelled Nakamoto (2008) 

to proffer a secure method of payment for 

consumers that would embody the four 

objectives of cryptography and enable them 

to feel more secure. This new payment mode 

(i.e. bitcoin) used the secure hash algorithm 

(SHA256) cryptographic proof and built on 

the P2P network framework (Dwivedi et al., 

2019; Kakarlapudi & Mahmoud, 2021). 

Societies has transitioned from barter to use 

of money as a exchange medium, and people 

have devised means to allow rational mode of 

exchange value. In relation to goods and 

services, Aristotle posited 4-criteria to dictate 

what is considered to be ‘good money’ (Lee, 

2009): It must be durable, portable, divisible 

and intrinsic value. The preferred medium of 

exchange was gold, and it fulfilled all criteria. 

As nations grew, this demand for exchange 

medium increased. Governments were forced 

to create a more acceptable one that could be 

controlled and regulated. This birthed fiat 

currency, and adopted globally with its range 

of complications that include authentication 

(Abdullah & Mohd Nor, 2018; Jameaba, 

2020; Rakhra et al., 2022). 

In order to help fix some of these issues, 

cryptocurrencies began to emerge in 2009, 

leveraging a disruptive technology called 

blockchain. A crypto is a digital currency that 

uses cryptography (Ojugo, Ugboh, Onochie, 

et al., 2013; Ojugo, Allenotor, et al., 2015; 

Ojugo & Yoro, 2020b)- to specifically deal 

with how data is structured and allows for the 

existence of decentralized ledger that is able 

to impact a transaction (Hackett, 2016). To be 

able to automate pay-out function normally, 

it requires a wallet. Wallets are controlled via 

APIs and receive orders to authenticate all 

outgoing transactions to pay clients wishing 

to withdraw their funds. Because you need to 

be able to automate these wallets, the keys 

must be live, and are therefore at risk. 

To address these, a detailed description 

structure of the blockchain to ensure secure 

storage, share of sensitive data and privacy of 

users (Joshi et al., 2021; Ojugo & Yoro, 

2020b; Pradeepa & Parveen, 2020). Its many 

benefits includes (Ojugo & Eboka, 2021). 

 

2.2.  Proposed Biometric Blockchain Model 

The proposed system uses the advanced 

encryption standard algorithm to extend the 

works of (Nicholas, 2016) on Cryptocurrency 

(Ojugo et al., 2015; Ojugo & Eboka, 2014; 

Ojugo & Otakore, 2018a; Okobah & Ojugo, 

2018). It fuses a facial recognition into the 

cryptocurrency system in other to secured the 

platform so that invalid transaction via third 

party or an invader/intruder cannot longer 

take place within the system as in figure 3. 

The facial recognition to be used is also an 

improvement on Delac 2007, whose work is 

based on JPEG, we will further worked on 

Delac work so that the security issue can be 

solved once and for all. In addition to these, 

we will used JPEG 2000 to secure the facial 

recognition process in other for the image to 

be sharp and viable for correct recognition of 

the registered users (Patil et al., 2020; Philipp 

et al., 2019). 

Proposed system resolves 2-problems as thus: 

1. First, the facial recognition module in a 

bid to authenticate transcations, captures 

user image which is converted using the 

JPEG2000 format. 

2. Second, the cryptocurrency platform uses 

adaptive scaling for cryptocurrencies 

with a number of measures to ensure that 

they will work well in both large and 

small scales. Bitcoin is programmed to 

allow for one transaction block to be 

mined every ten minutes. The algorithm 

adjusts after every 2016 blocks 

(theoretically, that’s every two weeks) to 

get easier or harder based on how long 

it actually took for those 2016 blocks to 

be mined. So if it only took 13 days for 
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the network to mine 2016 blocks that 

means it’s too easy to mine, so 

the difficulty increases. However, if it 

takes 15 days for the network to mine 

2016 blocks that shows that it’s too hard 

to mind, so the difficulty decreases. A 

number of other measures are included in 

digital coins to allow for adaptive scaling 

including limiting the supply overtime (to 

create scarcity) and reducing the reward 

for mining as more total coins are mined. 

 

 
Figure 4: Architecture of Proposed System as supported by (Akazue et al., 2023; Jameaba, 2020; 

Kabir Bako et al., 2019; Zubaidi & Abdullah, 2017) 

 

2.3.  Experimental Testbeds Set-Up 

The proposed system evaluates security, data 

decentralization, and privacy-preserving 

capabilities as compared to existing system 

(Ojugo et al., 2015; Ojugo & Eboka, 2014; 

Ojugo & Otakore, 2018a; Okobah & Ojugo, 

2018) as in figure 2: 
3. Security: We provision security features 

as thus: (a) encryption and Data Security: 

Our proposed system will incorporate 

robust encryption techniques to ensure 

the confidentiality and integrity of data. it 

implements secure protocols for data 

transmission and storage, protecting user 

information from unauthorized access 

(Yoro & Ojugo, 2019b, 2019a), (b) it uses 

smart contract to help system prioritize 

security via best practices code audits, 

and through the use of vulnerability tools 

(Omar et al., 2021). It ensures resilience 

against known attack/threat and potential 

exploits (Okuyama et al., 2014; Omar et 

al., 2020; Ometov et al., 2021), and (c) it 

uses the consensus mechanism to balance 

security and scalability. It prevent double-

spend attack, maintains immutability, and 

ensures overall security of system (Castro 

& Liskov, 2002; Ojugo & Eboka, 2019c). 

4. Decentralization: System provides these 

feat via: (a) node distribution and network 

resilience to mitigate the risks associated 

with single points of failure and enhances 

the system's resilience against attacks 

(Christidis & Devetsikiotis, 2016; De 

Giovanni, 2020), (b) governance with the 

consensus model will system establish a 

robust ensemble to ensure fair decision-

making and consensus between various 

participants. Using transparent rules and 

mechanisms to aid dispute resolution, our 

system aims to maintain a decentralized 

governance structure that reflects the 

interests of ecosystem participants (Debe 

et al., 2020; Dourado & Brito, 2014), and 

(c) scalability and performance with feats 

such as sharding or layer-2 solutions, to  

help us address transaction throughput 

limitations and access time. It helps us 

handle increased user and data volume 

without degreded performance (Esposito 

et al., 2018; Fan et al., 2020; Finck, 2018). 
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5. Privacy Analysis: Proposed system will 

provide: (a) pseudonymity/anonymity via 

the unique identifiers that do not directly 

link users to their real-world identities. It  

maintain user privacy and traceability 

(Kakarlapudi & Mahmoud, 2021; Köhler 

& Pizzol, 2019), (b) privacy-preserving 

cryptos with advanced features, such as 

zero-knowledge proofs or ring signatures. 

This ensure that transactions conducted 

on our platform remain private and unlink 

able to specific individuals (De Giovanni, 

2020), and (c) Data Minimization and 

Confidentiality: Our system follows the 

principle of data minimization, storing 

only essential information required for 

transaction validation. Also, this helps to 

maintain data confidentiality, preventing 

unintended data exposure (Lu et al., 2020; 

Madarasz & Santos, 2018; Malasowe et 

al., 2023; Monrat et al., 2019; Nguyen et 

al., 2021). 

 

3. RESULT FINDINGS AND 

DISCUSSION 

3.1. System Throughput 

Throughput measures a system capacity for 

the actual transfer rate of data within the 

system over some time. Here, we measure the 

number of transactions per second on the 

proposed chain. The number of transactions 

per second was obtained from figure 3 as 

agrees with (Ojugo, Allenotor, et al., 2015; 

Ojugo & Eboka, 2019b; Yoro & Ojugo, 

2019a). The transactions per second for other 

blockchains models were found to be less than 

30. A feature attributed to their proof of work 

(PoW) adaptation, as a consensus mechanism 

that helps each user on the chain to 

effectively and efficiently, compute the posed 

task during its mining. The nature of each 

task requires loads of computational power 

vis-a-vis processing time. Our model uses a 

permissionless chain. Thus, the transaction 

per second of our experimental framework is 

about 1,101 (Ojugo, Abere, Orhionkpaiyo, et 

al., 2013; Ojugo, Yoro, Oyemade, et al., 2013; 

Ojugo & Otakore, 2020b; Ojugo & Yoro, 

2020a). Figure 5 shows weighted face input 

for the captured image for the crypto. 

 

 
Figure 5. The throughput weighted face 

 

3.2. Discussion of Findings 

Our performance metric determines the time 

interval between a user’s request and 

application response time for feedback to the 

user. We achieve this by measuring the 

response time from a query on the https page. 

Querying data means reading such data via 

the world-state as stored in the blockchain’s 

hyper-fabric ledger. Data records are stored 

as a generated key-value pair. Thus, we can 

query and retrieve data directly as current 

key-value(s) of a record sought, without it 

traversing the whole ledger. This, in turn, 

improves the efficiency and effectiveness of 

the traceability system. Thus, for the first 

scenario with a population of 2,500-users, 

response time was about 0.21 s for queries 

and 0.28 s for https pages retrieval. While for 

scenario 2–we experienced a longer response 

time of about 0.32 s and 0.38 s respectively 

for both the queries and https pages retrieval. 

This agrees with (Ojugo, Abere, 

Orhionkpaiyo, et al., 2013; Ojugo, Yoro, 

Oyemade, et al., 2013; Ojugo & Otakore, 

2020b; Ojugo & Yoro, 2020a). 

 
4. CONCLUSION 

We add facial recognition to a crypto-

platform to acquire the image, and used the 

illumination normalization under varying 

lighting conditions on both training and test 

database. The description of this database is 

given in the next subsection. In illumination 

normalization, histogram equalization is used 
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on the input images for contrast stretching. 

When the light source is not in front of the 

subject, the image captured in this condition 

has illumination variation. As the image has 

large illumination variation, i.e. the light 

source is more inclined, the image has lower 

contrast. On the output, DCT is applied to 

switch into the frequency domain from space 

domain. The variation is compensated for by 

scaling down a low frequency coefficient. 

The inverse DCT is applied to generate the 

illumination normalized images. These 

images are fed to the classifier engine. We 

have adopted the k-NNC and NMC. The 

distance metrics are correlation coefficient 

and Euclidean distance. The calculation of 

correlation coefficient is done in two-ways. 

The Euclidean distance is the distance metric 

for the analysis. W is generated for training 

images using eigenvectors of scatter matrix S. 

After generating Eigen space W, all images, 

the training as well as the test images are 

projected on W to generate the set of weights. 

Euclidean distances are calculated between 

weights corresponding to the unknown face 

(test set) and known faces (training set). 
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