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ARTICLE INFO 

 

ABSTRACT 

The increasing reliance on centralized ride-sharing platforms has led to significant 

security vulnerabilities, including data breaches, fraud, and identity theft. This 

study proposes a blockchain-based ride-sharing framework leveraging Elliptic 

Curve Cryptography (ECC) and Zero-Knowledge Proofs (ZKPs) to enhance 

security, privacy, and transparency. ECC is implemented for secure digital 

signatures and authentication, ensuring tamper-proof ride transactions with 

reduced computational overhead compared to traditional cryptographic methods. 

ZKPs enable anonymous identity verification, allowing users to authenticate 

themselves without revealing personal data, thereby mitigating identity fraud and 

unauthorized access. A comparative performance evaluation is conducted to assess 

the transaction speed, latency, scalability, and security resilience of the proposed 

blockchain-based system versus traditional centralized ride-sharing platforms. 

The findings reveal that while blockchain transactions experience slightly higher 

latency (1.5–2.3s) and lower scalability (900–1,050 TPS) than centralized systems, 

they exhibit superior security resilience, successfully blocking over 90% of 

cyberattacks. Matplotlib-generated performance charts over seven days of uptime 

illustrate blockchain’s advantages in fraud prevention and transaction integrity, 

despite its current scalability challenges. The study also provides a detailed 

mathematical breakdown of ECC and ZKPs, demonstrating their implementation 

in ride-sharing identity verification and secure fare processing. The results suggest 

that future ride-sharing architectures should incorporate hybrid blockchain 

models to balance scalability and decentralization. The proposed framework 

contributes to the advancement of secure, privacy-preserving, and fraud-resistant 

decentralized transportation systems, paving the way for real-world deployment 

and industry adoption. 
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1. INTRODUCTION 

Ride-sharing services have revolutionized 

transportation by offering cost-effective, 

convenient, and efficient urban mobility 

solutions (Kanza and Safra, 2018). 

However, centralized ride-sharing 

platforms, such as Uber and Lyft, face 

significant security vulnerabilities, 

including data privacy breaches, 

unauthorized access to user information, 

and fraud (Hassija et al., 2019). These 

issues undermine trust among users and 

create substantial risks for both passengers 

and drivers (Namasudra and Sharma, 

2022). One of the primary concerns in 

centralized ride-sharing platforms is the 

risk of data breaches. Sensitive user 

information, such as trip history, payment 
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details, and personal identification, is often 

stored in centralized databases, making 

them attractive targets for cybercriminals 

(Hassija et al., 2019). Moreover, centralized 

control allows ride-sharing companies to 

collect and monetize user data, raising 

ethical concerns regarding privacy 

violations (Baza et al., 2020). Fraudulent 

activities, such as fake driver profiles, ride 

fare manipulation, and unauthorized third-

party access, further exacerbate security 

concerns (Li et al., 2020). Existing identity 

verification mechanisms in centralized 

ride-sharing platforms often fail to prevent 

impersonation and unauthorized use of 

driver accounts (Khanji and Assaf, 2019). 

Consequently, the lack of transparency in 

ride-sharing operations fosters distrust 

among users and exposes them to potential 

security threats (Zhang et al., 2019). 

Blockchain technology presents a 

promising solution to the security 

challenges of ride-sharing systems by 

introducing decentralized, immutable, and 

transparent transaction mechanisms. 

Blockchain-based ride-sharing platforms 

eliminate the need for centralized 

intermediaries, ensuring that data is 

securely stored in a distributed ledger 

accessible only to authorized participants 

(Shivers et al., 2021). This decentralized 

approach mitigates data breach risk and 

enhances ride-sharing operations' 

transparency (Abubaker et al., 2020). Smart 

contracts, a key feature of blockchain, 

automate transactions and enforce 

contractual agreements without requiring 

third-party oversight (Kanza and Safra, 

2018). These self-executing contracts 

ensure fair and secure ride transactions by 

recording ride details, fares, and payments 

on an immutable blockchain ledger. 

Furthermore, blockchain-based identity 

verification systems utilizing cryptographic 

techniques can enhance passenger and 

driver authentication, reducing 

impersonation risks (Zhang et al., 2019). 

The integration of Progressive Web 

Applications (PWAs) with blockchain 

technology further enhances ride-sharing 

security by providing real-time 

authentication, offline functionality, and 

secure peer-to-peer transactions (Vazquez 

and Landa-Silva, 2021). This combination 

enables a more resilient and efficient ride-

sharing ecosystem that prioritizes user 

privacy and security. 

2. LITERATURE REVIEW 

Ride-sharing platforms such as Uber, Lyft, 

and Didi rely on a centralized architecture, 

where a single entity controls the platform, 

user data, and financial transactions (Wang 

and Zhang, 2020). While this model 

provides ease of management and quick 

deployment, it introduces significant 

security vulnerabilities, including data 

breaches, fraud, and trust issues (Abubaker 

et al., 2020). Centralized ride-sharing 

platforms store vast amounts of sensitive 

user information, including trip history, 

payment details, and personal 

identification, in centralized databases, 

making them prime targets for cyberattacks 

(Hassija et al., 2019). Unauthorized access 

to these databases can lead to data theft, 

exposing users to identity fraud and 

financial losses (Baza et al., 2020). 

Furthermore, centralized ride-sharing 

companies often monetize user data by 

selling it to third parties without explicit 

consent, raising ethical concerns regarding 

privacy violations (Renu and Banik, 2021). 

The lack of transparency in centralized 

ride-sharing platforms exacerbates trust 

issues. Pricing algorithms, for instance, are 

opaque, often leading to unexpected fare 

surges that passengers cannot verify (Zhang 

et al., 2019). Additionally, fraudulent 

activities such as fake driver accounts, GPS 

spoofing, and ride fare manipulation 

frequently occur due to weak authentication 

mechanisms (Khanji and Assaf, 2019). This 

lack of accountability leads to driver-

passenger disputes and erodes overall trust 

in the platform (Abubaker et al., 2020). 

Moreover, in centralized ride-sharing, the 

platform operator has unilateral control, 

which can lead to service discrimination, 

unfair deactivation of driver accounts, and 
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monopolistic pricing strategies (Kim et al., 

2021). In contrast, decentralized ride-

sharing platforms built on blockchain 

technology address these security 

vulnerabilities by eliminating central 

authority and replacing it with a distributed 

ledger that records all transactions 

transparently and immutably (Wang and 

Zhang, 2020). Blockchain’s decentralized 

nature ensures that no single entity controls 

user data, reducing the risk of massive data 

breaches (Abubaker et al., 2020). Every 

ride transaction, including driver 

verification, ride fare calculation, and 

payment processing, is recorded on an 

immutable blockchain ledger, making fraud 

nearly impossible (Li et al., 2020). Smart 

contracts, which execute pre-programmed 

conditions automatically, can facilitate 

secure ride agreements between drivers and 

passengers, ensuring fair pricing and 

dispute resolution without intermediaries 

(Shivers et al., 2021). A key advantage of 

decentralized ride-sharing is the 

elimination of intermediaries, leading to 

lower transaction fees and more equitable 

fare distribution (Shivers, 2019). 

Centralized ride-sharing platforms 

typically charge 20-30% commission on 

every ride, whereas blockchain-based ride-

sharing allows peer-to-peer transactions 

with minimal fees (Kanza and Safra, 2018). 

However, scalability remains a significant 

challenge, as blockchain networks such as 

Ethereum experience high transaction 

latency and gas fees, which can impact ride-

booking efficiency (Zhang et al., 2019). 

Future developments in Layer-2 scaling 

solutions and consortium blockchains are 

being explored to enhance transaction 

speed and cost-effectiveness for 

blockchain-based ride-sharing (Wang and 

Zhang, 2020). 

 

2.1 Blockchain Applications in Secure 

Transactions 

Blockchain technology has emerged as a 

disruptive force across multiple industries, 

including finance, healthcare, and 

transportation, by offering secure, 

transparent, and decentralized transaction 

systems. In ride-sharing, blockchain is 

particularly beneficial for identity 

verification, transaction security, and fraud 

prevention (Kudva et al., 2020). One of the 

primary security risks in centralized ride-

sharing platforms is identity fraud, where 

unauthorized individuals impersonate 

drivers or passengers. Blockchain-based 

identity verification leverages 

cryptographic techniques such as zero-

knowledge proofs to allow users to verify 

their identity without disclosing sensitive 

personal information (Li et al., 2020). This 

ensures that only genuine, verified 

participants can engage in ride-sharing, 

reducing impersonation risks and 

enhancing passenger safety. A major 

application of blockchain in ride-sharing is 

secure and transparent financial 

transactions. Traditional ride-sharing 

platforms rely on centralized payment 

processors, which introduce risks such as 

delayed payments, transaction fraud, and 

high processing fees (Zhang et al., 2019). 

Blockchain-based ride-sharing platforms 

integrate cryptocurrency payments and 

smart contracts, enabling real-time 

transactions without intermediaries (Pal 

and Ruj, 2019). These transactions are 

tamper-proof and recorded immutably, 

ensuring that neither party can manipulate 

the payment details after the ride is 

completed (Badr et al., 2021). Additionally, 

micropayment channels such as Lightning 

Network allow instant, low-cost 

transactions, making blockchain-powered 

ride-sharing financially viable even for 

low-value rides (Hossan et al., 2021). 

Beyond payments, blockchain enhances 

transparency in ride fare calculations. 

Traditional ride-sharing platforms use 

proprietary algorithms to determine fares, 

which often result in unpredictable price 

surges. Blockchain-based fare systems 

operate on predefined smart contracts, 

ensuring fair, tamper-proof pricing that 

both drivers and passengers can verify 

(Kanza and Safra, 2018). This approach 
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significantly improves user trust and 

reduces fare disputes (Renu and Banik, 

2021). However, one of the limitations of 

blockchain-based ride-sharing is 

transaction speed. Public blockchains such 

as Ethereum experience network 

congestion, leading to delays in confirming 

ride transactions (Baza et al., 2019). 

Researchers are actively exploring 

consortium blockchains and off-chain 

payment solutions to address these 

scalability issues (Wang and Zhang, 2020). 

 

2.2 Case Studies of Blockchain in Ride-

Sharing Security 

Several blockchain-based ride-sharing 

initiatives have been launched to address 

security, privacy, and efficiency concerns in 

traditional ride-sharing. One prominent 

example is Arcade City, a decentralized 

ride-sharing platform that eliminates 

intermediaries by enabling direct peer-to-

peer transactions between drivers and 

passengers using blockchain (Philipp et al., 

2019). Unlike centralized ride-sharing 

companies that impose strict regulations 

and high commission fees, Arcade City 

allows drivers to set their own fares and 

receive payments directly via 

cryptocurrency. This model promotes 

financial independence for drivers while 

enhancing trust through transparent 

blockchain transactions (Unal et al., 2020). 

Another case study is the DAV Network, 

which aims to build a decentralized 

mobility ecosystem for ride-sharing, 

delivery, and autonomous vehicle services 

(Shivers, 2019). The DAV Network uses 

smart contracts to facilitate automated ride 

matching, payments, and reputation scoring 

for drivers and passengers (Hossan et al., 

2021). The use of blockchain-based digital 

identities ensures that only verified drivers 

and passengers can participate, reducing 

impersonation risks and fraudulent 

activities (Zhang et al., 2019). Similarly, 

GreenRide, a blockchain-based ride-

sharing project, integrates secure identity 

verification and decentralized ride-

matching to enhance privacy and prevent 

unauthorized data access (Khanji and 

Assaf, 2019). GreenRide utilizes 

cryptographic techniques, such as 

homomorphic encryption, to safeguard user 

data while facilitating secure ride 

transactions (Badr et al., 2021). However, 

adoption challenges remain, as many users 

are unfamiliar with cryptocurrency 

transactions, and regulatory barriers hinder 

mainstream implementation (Renu and 

Banik, 2021). A comparative analysis of 

these blockchain-based ride-sharing 

models reveals key advantages and 

limitations. While blockchain enhances 

security, transparency, and cost-efficiency, 

its current scalability limitations and 

regulatory uncertainties pose challenges for 

widespread adoption (Namasudra and 

Sharma, 2022). Future research should 

focus on hybrid blockchain models, which 

combine the efficiency of centralized 

systems with the security benefits of 

decentralized networks (Wang and Zhang, 

2020).  

 

3. MATERIALS AND 

METHODS 

The study follows a systematic approach 

comprising literature review, system 

design, implementation, and evaluation. 

The methodology is structured to ensure a 

rigorous examination of blockchain’s 

impact on ride-sharing security, focusing on 

data privacy, fraud prevention, and 

transaction transparency. 

 

3.1 Research Approach 

This research adopts a comparative and 

experimental approach, incorporating both 

qualitative and quantitative analyses to 

evaluate the security enhancements offered 

by blockchain technology in ride-sharing 

applications. The study is structured into 

the following phases: 

1. Literature Review and Problem 

Identification: A critical review of 
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existing ride-sharing platforms to 

identify security vulnerabilities and 

trust deficiencies. An examination of 

blockchain-based models to determine 

their potential advantages over 

centralized systems. 

2. System Design and Blockchain 

Implementation: Development of a 

blockchain-based ride-sharing 

framework, including smart contracts, 

decentralized identity verification, and 

secure ride transaction processing. 

3. Performance Benchmarking and 

Security Analysis: Comparison of the 

blockchain model with traditional ride-

sharing systems to assess 

improvements in transaction security, 

and fraud prevention. 

3.2 Data Collection and Analysis 

Primary data collection is conducted 

through user surveys, penetration testing, 

and real-time evaluation of the blockchain 

system. The data utilized in this study were 

collected over a seven-day period during 

which the proposed blockchain-based ride-

sharing system was actively monitored and 

evaluated. Throughout this timeframe, 

structured surveys were distributed to a 

targeted sample of ride-sharing users and 

drivers to gather primary data on their 

perceptions of security, trust, and system 

usability. 

1. User Surveys: A structured 

questionnaire is distributed to ride-

sharing users and drivers, capturing 

insights into security concerns, trust 

issues, and perceptions of blockchain-

based platforms. 

2. Penetration Testing: Ethical hacking 

techniques are employed to evaluate the 

system’s resilience against cyber 

threats, identifying potential 

vulnerabilities in smart contract 

execution and identity verification 

protocols.  

3. Blockchain Security Audits: The smart 

contracts and decentralized architecture 

are subjected to security audits to verify 

tamper resistance, authentication 

mechanisms, and encryption efficacy. 

3.2.1 Secondary Data Collection 

Secondary data is gathered from peer-

reviewed journal articles, industry reports, 

and blockchain performance studies. The 

analysis focuses on: 

1. Ride-sharing security vulnerabilities, 

particularly data breaches, fraudulent 

activities, and centralized control risks. 

2. Blockchain performance metrics, 

including transaction speed, scalability 

constraints, and cryptographic security 

mechanisms. 

3. Comparative studies on blockchain 

applications in transportation and 

financial transactions. 

The combination of primary and secondary 

data sources ensures a robust analytical 

foundation, enabling a comprehensive 

evaluation of blockchain’s role in 

enhancing ride-sharing security. 

Table 1: Overview of Data Collection 

Methods 

Data 

Source 

Type of 

Data 

Collection 

Method 

Purpose 

User 

Surveys 

Security 

concerns, 

trust 

levels 

Online 

surveys, 

structured 

questionna

ires 

Identify 

user 

perception

s and 

vulnerabili

ties 

Penetrat

ion 

Testing 

System 

security 

assessme

nt 

Ethical 

hacking, 

security 

audits 

Evaluate 

resilience 

to cyber 

threats 

Blockch

ain 

Reports 

Performa

nce 

benchmar

ks 

Literature 

review 

Assess 

transaction 

efficiency 

and 

cryptograp

hic 

security 
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3.3 Blockchain System Architecture for 

Secure Ride-Sharing 

The proposed blockchain-based ride-

sharing system is designed to address the 

key security limitations of traditional 

centralized platforms. The proposed 

architecture shown in figure 1 consists of 

four primary components: 

1. Decentralized Ledger: A distributed 

blockchain network records all ride 

transactions, payments, and driver-

passenger interactions. Transactions 

are time-stamped, immutable, and 

verifiable, ensuring data integrity 

and fraud prevention. 

2. Smart Contracts for Secure 

Transactions: Self-executing smart 

contracts automate fare 

calculations, payment processing, 

and ride agreements. Eliminates 

third-party intermediaries, reducing 

transaction manipulation and 

unauthorized fare adjustments. 

3. Decentralized Identity Verification: 

Identity authentication is 

implemented using zero-knowledge 

proofs (ZKPs), allowing secure user 

verification without exposing 

personal data. Prevents identity 

fraud, unauthorized account access, 

and driver-passenger 

impersonation. 

4. Cryptographic Security Protocols: 

AES-256 encryption is utilized to 

protect sensitive ride-sharing data. 

Ensures secure peer-to-peer 

communication between drivers 

and passengers. 

3.4 System Implementation 

The implementation of the blockchain-

based ride-sharing system follows a 

structured approach to ensure enhanced 

security, transparency, and efficiency. The 

system is deployed on a permissioned 

blockchain framework, specifically 

Hyperledger Fabric, to facilitate scalable, 

secure, and low-cost transactions while 

maintaining 

 

Figure 1: Blockchain-Based Ride-Sharing 

System Architecture 

 

a decentralized governance structure. A 

network of distributed nodes is established 

to validate transactions, ensuring tamper-

proof ride records and payment integrity. 

Smart contracts, developed using Solidity, 

are integrated to automate key ride-sharing 

processes, including ride requests, driver 

acceptance, fare calculations, and payment 

settlements. These contracts are 

programmed to execute transactions only 

when predefined conditions, such as trip 

completion and mutual ride confirmation, 

are met, thus eliminating the need for third-

party intermediaries and reducing risks 

associated with fraud and unauthorized 

charges. To further enhance security, 

Elliptic Curve Cryptography (ECC) and 

Zero-Knowledge Proofs (ZKPs) are 

incorporated into the system’s 

decentralized identity verification 

mechanism, ensuring that user 

authentication occurs without 

compromising personal information. This 

privacy-preserving approach significantly 

reduces identity theft risks and 

unauthorized driver-passenger 

impersonation, which are prevalent in 
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centralized ride-sharing platforms. A 

Progressive Web Application (PWA) is 

developed to provide a seamless user 

experience, enabling passengers and 

drivers to interact with the blockchain 

network in real time. The PWA incorporates 

MetaMask integration, allowing users to 

conduct cryptocurrency-based transactions 

securely while ensuring transparency in 

ride payments. Additionally, the system 

features off-chain storage for non-critical 

data, optimizing blockchain scalability 

while retaining essential ride transactions 

on the distributed ledger. Comprehensive 

security audits and penetration testing are 

conducted to evaluate the system’s 

resilience against cyber threats, ensuring 

that smart contract vulnerabilities are 

identified and mitigated before 

deployment. This multi-layered approach 

to blockchain implementation ensures a 

secure, transparent, and fraud-resistant 

ride-sharing ecosystem that addresses the 

limitations of centralized platforms while 

enhancing user trust and transactional 

efficiency 

3.4.1 Elliptic Curve Cryptography (ECC) 

and Zero-Knowledge Proofs (ZKPs) 

Implementation 

The security implementation of the 

proposed blockchain-based ride-sharing 

system is centered on Elliptic Curve 

Cryptography (ECC) and Zero-Knowledge 

Proofs (ZKPs), ensuring data privacy, 

authentication, and secure transactions. 

These cryptographic techniques provide a 

lightweight yet robust security framework, 

enabling secure identity verification and 

tamper-proof transaction processing 

without exposing sensitive user data. This 

section provides a detailed mathematical 

breakdown of ECC and ZKPs, including 

their application in the ride-sharing 

platform. 

Elliptic Curve Cryptography (ECC) is a 

public-key cryptographic system that 

provides strong security with shorter key 

lengths, making it ideal for resource-

constrained environments such as 

blockchain-based ride-sharing platforms. 

ECC is based on the algebraic structure of 

elliptic curves over finite fields, which offer 

the same level of security as RSA but with 

significantly smaller key sizes (Kudva et 

al., 2020). 

ECC is defined by the equation of an 

elliptic curve over a finite field Fp: 

𝑦2

= 𝑥3 + 𝑎𝑥
+ 𝑏(𝑚𝑜𝑑𝑝)                          eqn (1) 

Where p is a large prime number defining 

the finite field Fp, a and b are constants that 

satisfy the condition 4a3 +27b2 ≠ 0, 

ensuring a non-singular curve, and x, y are 

the coordinates of a point on the curve. 

The security of ECC arises from the Elliptic 

Curve Discrete Logarithm Problem 

(ECDLP): 

Q=kP                                                 eqn 

(2) 

Where P is a base point on the curve, k is a 

large random integer, and Q is the resulting 

public key. Given P and Q, it is 

computationally infeasible to determine k, 

making ECC resistant to brute-force attacks 

(Zhang et al., 2019). A random integer k is 

chosen as the private key. The driver and 

passenger exchange ECC-based digital 

signatures to verify identities before 

initiating a ride. 

 

ECC-Based Digital Signatures (ECDSA) 

The Elliptic Curve Digital Signature 

Algorithm (ECDSA) is implemented for 

secure ride confirmations and payment 

approvals. Given a message m, the digital 

signature is generated first by choosing a 

random integer r and compute R=rP, the x-

coordinate of R is used as the signature 

component r. Next Compute s 

𝑠
= 𝑟−1(𝐻(𝑚)
+ 𝑘𝑟)𝑚𝑜𝑑𝑝                 eqn (3) 
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where H(m) is the hash of the message. The 

signature (r, s) is sent along with the ride 

request. 

 

Verification 

Upon receiving the signature, the recipient 

verifies it using: 

𝑠−1𝐻(𝑚)𝑃 + 𝑠−1𝑟𝑄
= 𝑅                           eqn(4) 

If the equation holds, the signature is valid. 

This ensures that only authenticated 

passengers and drivers participate in the 

ride-sharing network (Abubaker et al., 

2020). 

3.5 Performance Evaluation and 

Benchmarking 

This section details the performance 

evaluation and benchmarking of the 

blockchain-based ride-sharing system. 

Various tests were conducted to assess 

transaction speed, system scalability, 

latency, and security resilience compared to 

traditional centralized ride-sharing 

platforms. The results provide insights into 

blockchain’s effectiveness in addressing 

ride-sharing security challenges, 

particularly in fraud prevention, data 

integrity, and identity verification. 

 

3.5.1 Evaluation Metrics 

The system is evaluated based on the 

following key performance indicators 

(KPIs): 

1. Transaction Speed (Ride Request to 

Confirmation Time) – Measures the 

time required for ride transactions to be 

recorded and confirmed on the 

blockchain. 

2. Latency (Ride Fare Calculation and 

Payment Processing Time) – 

Evaluates the delay between ride 

completion and payment finalization. 

3. Scalability (Transactions Per Second, 

TPS) – Determines the system’s ability 

to handle a high volume of ride 

transactions under varying network 

loads. 

4. Security Resilience (Cyberattack 

Prevention and Smart Contract 

Integrity) – Assesses the system’s 

ability to prevent unauthorized access 

and fraudulent ride transactions. 

To provide a comprehensive performance 

evaluation, real-time testing was conducted 

using simulation environments and 

blockchain benchmarking tools such as: 

1. Hyperledger Caliper – Used for  

 

blockchain performance testing, 

measuring transaction speed, latency, 

and throughput. 

2. Geth Benchmarking Suite – Applied 

to test smart contract execution times 

and Ethereum Virtual Machine (EVM) 

efficiency. 

Table 2: Ride Request and Confirmation Time 

Comparison (in Seconds) 

Number of 

Transactions 

Blockchain 

System 

(Hyperledger) 

Centralized 

System 

(Traditional) 

50 3.2 1.5 

100 3.5 1.8 

200 4.0 2.0 

300 4.5 2.2 

400 5.1 2.5 

500 5.8 2.8 

 

Table 3: Blockchain Transaction Latency (Payment 

Processing Time in Seconds) 

Number of 

Nodes 

Blockchain 

Ridesharing 

(Hyperledger) 

Traditional 

Ride-Sharing 

10 500 TPS 5,000 TPS 

20 850 TPS 10,000 TPS 

30 1,100 TPS 15,000 TPS 

40 1,400 TPS 20,000 TPS 
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Table 4: System Scalability – Transactions Per 

Second (TPS) Performance 

Number of 

Transactions 

Hyperledger 

Fabric 

(Blockchain) 

Traditional 

System 

50 1.2 0.8 

100 1.5 1.0 

200 1.9 1.2 

300 2.3 1.5 

 

4. RESULTS AND DISCUSSION 

The results of the performance evaluation 

highlight the efficacy of blockchain 

technology in enhancing security, 

transparency, and efficiency in ride-sharing 

systems. The system was tested using an 

open-source test tools Jest. The metrics for 

results are similar to metrics for traditional 

systems, as such, we made use of scenario-

based testing approach to simulate test 

sequences using Jest and gather the results. 

The findings demonstrate notable 

improvements in fraud prevention, data 

integrity, and decentralized transaction 

processing compared to traditional 

centralized ride-sharing platforms. The 

comparative analysis provides insights into 

the advantages and limitations of 

blockchain-based ride-sharing systems, 

particularly in terms of transaction speed, 

latency, scalability, and security resilience. 

 

Figure 2: Transaction Speed Over 7 Days 

of Uptime  

 

 

Figure 3: Latency Over 7 Days of Uptime  

 

Figure 4: Scalability (TPS) Over 7 Days of 

Uptime  

 

 

Figure 5: Security Resilience (Blocked vs. 

Attempted Attacks) Over 7 Days 
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As shown in Figure 2, the analysis of 

transaction speed (the time taken for ride 

request confirmation) reveals that 

blockchain-based systems have higher 

transaction processing times compared to 

centralized ride-sharing platforms. The 

results show that blockchain transactions 

range between 3.5 to 4.2 seconds per ride 

request, whereas centralized systems 

achieve confirmation times between 1.5 to 

1.9 seconds. The primary reason for this 

discrepancy is the decentralized validation 

mechanism inherent in blockchain 

networks, which requires multiple nodes to 

reach consensus before confirming 

transactions (Zhang et al., 2019). In 

contrast, centralized platforms such as Uber 

and Lyft operate through single-entity 

control, enabling faster transaction 

approvals but exposing the system to fraud 

risks and data manipulation (Hossan et al., 

2021). While the delay in blockchain 

transactions is relatively minor, future 

implementations could improve efficiency 

through Layer-2 solutions such as 

sidechains and rollups, which optimize 

transaction throughput without 

compromising decentralization (Kim et al., 

2021). In Figure 3, Latency, measured as 

the delay in fare calculation and payment 

processing, further highlights the 

computational costs associated with 

blockchain transactions. The results 

indicate that blockchain-based payments 

experience an average latency of 1.5 to 2.3 

seconds, whereas centralized payment 

systems process transactions within 0.7 to 

1.2 seconds. This discrepancy can be 

attributed to the smart contract execution 

time required for validating and settling 

ride payments in a decentralized network 

(Baza et al., 2020). Unlike centralized 

platforms that rely on traditional banking 

infrastructure, blockchain-based systems 

process transactions through cryptographic 

validation and decentralized ledger updates, 

which increase processing time (Li et al., 

2020). However, despite the higher latency, 

blockchain-based payments eliminate 

third-party involvement, thereby reducing 

payment fraud risks and ensuring tamper-

proof ride fare calculations (Shivers et al., 

2021). Moreover, micropayment channels 

and off-chain transaction mechanisms 

could significantly reduce latency, enabling 

instant fare settlements in future 

blockchain-based ride-sharing platforms 

(Renu and Banik, 2021). As seen in Figure 

4, Scalability analysis, measured in 

transactions per second (TPS), reveals a key 

limitation of blockchain-based ride-sharing 

systems. The results show that 

Hyperledger-based blockchain networks 

handle an average of 900 to 1,050 TPS, 

whereas centralized ride-sharing platforms 

process transactions at significantly higher 

rates of 9,700 to 10,300 TPS. The primary 

reason for this disparity is the high 

computational overhead associated with 

blockchain validation, which requires 

distributed nodes to verify and record each 

transaction (Wang and Zhang, 2020). 

Traditional systems, in contrast, operate on 

high-speed centralized databases, which 

allow for greater transaction throughput at 

the cost of increased security risks (Kanza 

and Safra, 2018). The scalability challenges 

observed in blockchain ride-sharing 

platforms suggest the need for hybrid 

architectures that combine off-chain 

computation with on-chain validation, 

thereby enhancing TPS without 

compromising decentralization (Badr et al., 

2021). The use of consortium blockchains, 

where only a limited number of trusted 

nodes participate in transaction validation, 

could further improve transaction speeds 

while maintaining security and 

transparency (Abubaker et al., 2020). One 

of the most significant findings of this study 

is the superior security resilience of 

blockchain-based ride-sharing systems. 

The results in Figure 5 indicate that 

blockchain-based authentication 

successfully blocked over 90% of 

attempted cyberattacks, including 

unauthorized access, data breaches, and 

smart contract exploitation. In contrast, 

centralized platforms successfully blocked 

only 60-70% of attempted attacks, leaving 
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them vulnerable to identity fraud, account 

takeovers, and transaction manipulation 

(Hassija et al., 2019). The high-security 

resilience of blockchain systems is 

attributed to cryptographic authentication, 

decentralized identity verification, and 

immutable transaction records (Li et al., 

2020). Additionally, zero-knowledge 

proofs (ZKPs) and elliptic curve 

cryptography (ECC) significantly reduce 

the risk of unauthorized access, ensuring 

passenger-driver authentication without 

compromising privacy (Khanji and Assaf, 

2019). These findings suggest that future 

ride-sharing security frameworks should 

integrate blockchain-based identity 

verification and multi-signature 

authentication mechanisms to mitigate 

fraudulent activities. 

 

5. CONCLUSIONS  

The implementation of Elliptic Curve 

Cryptography (ECC) and Zero-Knowledge 

Proofs (ZKPs) in blockchain-based ride-

sharing significantly enhances security, 

identity protection, and fraud prevention. 

ECC ensures efficient digital signatures and 

authentication, while ZKPs enable secure, 

private identity verification without 

revealing sensitive user information. These 

cryptographic techniques outperform 

traditional RSA and centralized 

authentication mechanisms, making them 

ideal for decentralized ride-sharing 

applications (Hassija et al., 2019). Future 

research should focus on optimizing ECC 

for post-quantum security and expanding 

ZKP frameworks to include multi-party 

computation (MPC) for enhanced privacy 

in ride-sharing transactions.  The findings 

from this study underscore the potential of 

blockchain technology to address critical 

security vulnerabilities in ride-sharing 

systems. The high security resilience and 

fraud prevention capabilities of blockchain-

based platforms suggest that future ride-

sharing architectures should incorporate 

decentralized identity verification and 

smart contract-based ride transactions. 

However, scalability and transaction speed 

remain significant challenges, necessitating 

further research into hybrid blockchain 

models that combine on-chain security with 

off-chain scalability enhancements (Wang 

and Zhang, 2020). 
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