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ABSTRACT

1. INTRODUCTION
The rapid advancement of digital

Traditional door access control systems predominantly rely on single or dual-
factor authentication mechanisms, making it vulnerable to credential theft,
unauthorized access and spoofing attacks. We implement a multifactor
authentication approach to enhance security using a fused knowledge-based (PIN),
possession-based (RFID), and inherence-based (biometric) authentication for
secure door access control. The system use an ESP32 microcontroller as central
processing unit, interfaced with RFID readers, biometric sensors, and a mobile
application for comprehensive user verification. Performance evaluation
conducted over 30 days demonstrated 98.7% authentication accuracy, average
response time of 3.2 seconds, 100% spoofing resistance, and 99.97% system
uptime. Comparative analysis with conventional two-factor systems revealed
significant improvements in security resilience, with 45% better resistance to PIN
brute force attacks, 75% improvement in RFID cloning resistance, and 80%
enhancement in access log integrity. The proposed system addresses critical
vulnerabilities in traditional access control mechanisms while maintaining user-
friendly operation, making it suitable for deployment in high-security
environments such as data centres, educational institutions, and government
facilities.

various attack vectors including credential
theft, device cloning, spoofing attacks, and

infrastructure and increasing security threats
have heightened the importance of robust
physical access control systems. Traditional
door access schemes primarily dependent on
single-factor authentication methods such as
mechanical keys, PIN codes, or RFID cards,
have demonstrated significant vulnerabilities
in contemporary security measures (Agboi et
al., 2025; Cahyaningrum, 2024; Yoro et al.,
2025). Such systems are often susceptible to

human factor vulnerabilities such as shoulder
surfand phishing (Ojugo et al., 2021a, 2021b;
Onoma, Agboi, et al., 2025; Williamson and
Curran, 2021).

Contemporary access control systems
face mounting challenges from sophisticated
attack methodologies. Credential stuffing
attacks, where compromised credentials from
data breaches are systematically tested across
multiple systems, have become increasingly
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prevalent (Eboka, Aghware, et al., 2025; Mba

etal., 2017; Ojugo, Akazue, Ejeh, Odiakaose,

et al., 2023). The proliferation of inexpensive

RFID cloning devices and biometric spoofing

techniques has undermined the security

assumptions of traditional two-factor
authentication systems (Aghware et al.,
2023b; Ojugo, Akazue, Ejeh, Ashioba, et al.,

2023; Ojugo, Odiakaose, Emordi, Ejeh,

Adigwe, et al., 2023; Syahreen et al., 2024).
The Internet of Things (IoT) advances

new opportunities to enhance access control

and management, and also creates additional
attack surfaces. 10Ts are inherently resource-
constrained and energy-limited, necessitating
the deploy of lightweight security protocols
to maintain robust authentication capabilities

(Bamashmos et al., 2024; Cvetkovi¢ et al.,

2021; Onoma, Ugbotu, et al., 2025). The

challenge in balancing security requirements

with operational efficiency, ubiquity and user
experience considerations have always been
of great concern to stakeholders (Ibor et al.,

2023; Yoro, Aghware, Akazue, et al., 2023;

Yoro, Aghware, Malasowe, et al., 2023).
This study aims to address the identified

limitations in contemporary door access

control systems through the development and
evaluation of an enhanced multi-factor
authentication system as thus:

1. Implement a Three-factor authentication
system that utilizes biometric, RFID, and
PIN verification on embedded systems
technology.

2. Deploy a stylistic, user-friendly mobile
application interface to ease user access,
control, management and real-time
monitor cum alert.

3. Evaluate the performance of proposed
system across multiple metrics including
authentication accuracy, response time,
spoofing resistance, and operational
reliability

4. Benchmark the system for comparative
analysis with conventional access control
systems to quantify security
improvements and operational efficiency.

2. LITERATURE REVIEW
2.1 Multifactor Authentication

Multi-factor authentication has emerged
as a fundamental security mode in mitigating
and curb the issues with single-factor systems.
Williamson and Curran (2021) define MFA as
an authentication scheme requiring users to
provide two or more independent credentials
from distinct groups: (a) knowledge factors
(something you know), (b) possession factors
(something you own), and (c) inherence
factors (something you are) (Aghware,
Adigwe, et al., 2024; Eboka, Odiakaose, et al.,
2025). Implementing the multifactor
authentication reduces the occurrence in the
probability of unauthorized user access, since
compromising multi-factors simultaneously
does presents substantially greater challenges
for attackers (Malasowe, Okpako, et al., 2024;
Ojugo and Eboka, 2020; Oyemade and Ojugo,
2020, 2021; Safriandono et al., 2024).

Developments in MFA implementation
have focused on addressing scalability and
usability concerns. Almadani et al. (2023)
conducted a comprehensive systematic
literature review of MFA systems, identifying
key requirements including complexity
reduction, enhanced flexibility, and cost
optimization. Their analysis revealed that
effective  MFA implementation requires
careful consideration of user experience
factors while maintaining security integrity
(Almadani et al., 2023). Fusion of biometric
authentication into MFAs has witnessed great
prominence due to its non-transferable, and
unique biological characteristics (Agboi et al.,
2018; Ojugo et al., 2016; Oladele et al., 2024;
Setiadi, Muslikh, et al., 2024). In addition,
biometric keys cannot be easily copied,
forgotten or lost — providing superior security
as compared to traditional 1FA and 2FA
protocols. Their two-factor authentication
protocol fusing phone biometric verification
achieved secure protection against attacks,
while maintaining user ease and convenience
(Kafi et al., 2021).
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2.2. IoT-based Door Access Management

The adoption of IoT with access control
systems has both — ushered in opportunities
for enhanced functionality as well as remote
management capabilities, and also attracted
adversaries (Atuduhor et al., 2024; Setiadi,
Sutojo, et al., 2025; Thopate et al., 2023). A
trust-aware  security  framework  was
proposed on how IoT fusion can improve
authentication while maintaining minimal
interaction overhead via lightweight design.
Though effective, the approach combined
IoT connectivity with traditional
authentication mechanism to yield a more
responsive and manageable access control
systems (Al Hwaitat et al., 2023).

The challenge of implementing secure
IoT-based authentication systems lies in
addressing the inherent constraints of IoT
devices (Binitie et al., 2024; Gitonga, 2025;
Ugbotu et al., 2025). Cvetkovi¢ et al. (2022)
emphasized that no single solution exists to
comprehensively defend IoT networks
against cyberattacks, necessitating the
optimization of resources and design of
specialized lightweight security protocols.
Their analysis highlighted the importance of
tailoring cryptographic algorithms to specific
IoT device capabilities and requirements
(Omede et al., 2024).

Institutions represent significant domain
application for advancing the access control
systems due to their complex user hierarchies
and varying door access control requirements
(Akazue et al., 2022; Dutta et al., 2023; Li et
al., 2022). Evaluated MFA implementation in
educational environments, demonstrating
that properly implemented multi-factor
systems can significantly enhance security
while providing administrative flexibility.
The study emphasized the importance of user
training and interface design in successful
MFA deployment (Akazue, Edje, et al., 2024;
Akazue, Okofu, et al., 2024; Akazue, Yoro, et
al., 2023).

2.3. Mobile Fusion for User Experience
The integration of mobile applications
into access control systems has become

increasingly important for providing user-
friendly interfaces and enabling real-time
management capabilities (Ejeh et al., 2024;
Malasowe, Aghware, et al., 2024). Modern
smartphones offer sophisticated biometric
capabilities including fingerprint recognition,
facial recognition, and voice authentication,
making them ideal platforms for inherence
factor verification (Muslikh et al., 2023;
Okofu, Akazue, et al., 2024; Okofu, Anazia,
et al., 2024).

Mobile-based authentication systems
provide additional benefits including push
notifications for security events, remote
access management, and comprehensive
audit trail visualization. However, mobile
integration also introduces considerations
regarding device compatibility, network
connectivity requirements, and battery
consumption optimization (Ifioko et al., 2024;
Sai et al., 2024).

2.4. Security Vulnerabilities and Mitigation

Contemporary access control systems
are faced with ever-evolving threats requiring
comprehensive security strategies. Spoofing
attacks are of significant issue for biometrics
especially where sophisticated replication
mode potentially compromise authentication
integrity (Okofu, Akazue, et al., 2024; Okofu,
Anazia, et al., 2024). Thus, while the
multimodal biometric systems often yields
enhanced security, experienced attackers may
still bypass these systems through targeted
spoofing of individual traits (Aworonye et al.,
2024; He et al., 2025).

RFID systems are vulnerable to cloning
attacks with readily available hardware cum
software tools. Traditional implementation
lacks sufficient encryption as they utilize
replicable IDs. Advanced implementations
require dynamic challenge-response protocol
and enhanced cryptography to mitigate these
vulnerabilities (Ako et al.,, 2024, 2025;
Obruche et al., 2024; Okperigho et al., 2024).

Human factor remains critical in access
control. Personnel oversight often introduces
potential vulnerabilities via varied forms of
error. Technical systems must account for
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these factors by implementing tamper-proof
logging mechanisms and reducing reliance
on human intervention in critical security
decisions (Ojugo, Ugboh, et al., 2013; Ojugo
and Yoro, 2018, 2021; Yoro and Ojugo, 2019).

3. MATERIALS AND METHODS
3.1. The Proposed System

This study used a Design Science mode
with proposed framework (Ojugo and Eboka,
2021) that is particularly suitable for
developing artifacts that addresses practical
problems while contributing to knowledge. It
consists of four primary phases: problem
identification and analysis, artifact design,
implement and evaluation of the system
(Alakbarov and Hashimov, 2018; Datta et al.,
2021; Joshi et al., 2021; Ojugo and Yoro,
2020; Pradeepa and Parveen, 2020). It fuses
the qualitative expert assessments and
quantitative performance measurements to
ensure comprehensive evaluation of the
proposed system. This mixed-mode enables
validation of functional abilities, its security
effectiveness, and allows for empirical data
analysis with existing solutions (Setiadi,
Ojugo, et al., 2025; Setiadi, Susanto, et al.,
2024).

The core hardware architecture centres
on an ESP32-WROOM-32 microcontroller

serving as the central processing unit. The
ESP32 was selected for its integrated Wi-Fi
capabilities, sufficient processing power for
real-time authentication, and comprehensive
GPIO interface options. System integrates
multiple  authentication  modules via
standardized communication protocols:

1. RFID Authentication Module: MFRC522
reader operating at 13.56 MHz frequency,
interfaced via SPI protocol (MOSI: GP1O
23, MISO: GPIO 19, SCK: GPIO 18, SS:
GPIO 5)

2. PIN Input Interface: 4x4 matrix keypad
connected through GPIO pins 13, 12, 14,
27, 26, 25, 33, 32 with hardware
debouncing implementation

3. User Feedback System: 16x2 LCD
display utilizing I2C communication
(SDA: GPIO 21, SCL: GPIO 22) for
status indication and user prompts

4. Access Control Mechanism:
Electromagnetic solenoid lock controlled
via 5V relay module (GPIO 15) with fail-
safe operation

5. Power Management: Dual power system
comprising SV/2A primary adapter and
3.7V 2000mAh LiPo backup battery with
TP4056 charge controller.

Client R Authentication A Blockchain
Entity i = > Server _ Check Identity p ! \
% . Response : Response e 'y
Result Result ~-
ES HEE )
Retrieve Input Claim Required Generate reach
Factor Conditions Il Factors Block | Consensus
Factor Group Adaptive Node Raft
Collector MEA Server [€ Model
- Store
Records

Figure 1. The schematic diagram of the SCADA Architecture

3.1. Software Architecture

1. Hardware Abstraction Layer: Developed

The software implementation follows a
modular three-layer architecture (Ojugo et al.,
2021a, 2021b; Ojugo, Aghware, et al., 2015;
Ojugo, Eboka, et al., 2015):

in C++ using the Arduino framework,
providing low-level interfaces for sensor
communication, interrupt handling, and
power management. This layer ensures
efficient resource utilization and real-
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time responsiveness for authentication
processing.

2. Application Logic Layer: Implements
authentication flow control, credential
validation algorithms, and
communication protocols. The layer
manages state transitions between
authentication phases and coordinates
interactions between hardware
components and external services.

3. Communication Interface Layer: Handles
secure data transmission protocols, API
communications with mobile
applications, and system status reporting.
It implements TLS encryption for data
protection and manages network
connectivity requirements.

The mobile app was deployed via flutter
to ensure cross-platform compatibility across
Android and i0OS devices (Geteloma et al.,
2024a, 2024b). The application architecture
implements the Business Logic Component
pattern for state management, providing sep-
aration of concerns and maintainable code
structure. Key features are (Agboi et al., 2022;
Otorokpo et al., 2024): (a) biometric authen-
tication interface utilizing platform-specific
fingerprint and facial recognition APIs, (b)
realtime door status monitoring and access
event notifications, (c) user credential man-
agement with encrypted local storage, (d) ad-
ministrative dashboard for access history re-
view and system configuration, and (e) push
notification system for security alerts and au-
thentication requests

3.2. Authentication Protocol
The authentication protocol implements
a sequential three-factor verification process:

Phase 1: RFID Possession Verification Users
initiate authentication by presenting their
RFID credential to the reader. The system
extracts the unique identifier (UID) and
performs local validation against the stored
credential database. Valid RFID presentation
triggers progression to Phase 2, while invalid
credentials result in immediate denial and

event logging (Ojugo and Okobah, 2018;
Okobah and Ojugo, 2018; Wemembu et al.,
2014).

Phase 2: PIN Knowledge Verification Upon
successful RFID wvalidation, the system
prompts for PIN entry via the matrix keypad.
The entered PIN is transformed via a SHA-
256 hashing and comparison with stored hash
values. Successful PIN verification generates
a timed session token with 60-secs expiration,
and activates the mobile application interface
(Binitie et al., 2023; Progonov et al., 2022).

Phase 3: Biometric Inherence Verification
The mobile application receives the session
token and prompts for  biometric
authentication using the device's integrated
fingerprint or facial recognition sensors.
Local biometric verification results are
transmitted securely to the door control

system for final access decision (Ojugo and
Okobah, 2017a, 2017b).

3.3. Security Implementation

The security measures implemented
throughout the authentication process include:
(a) credential protection: All PIN codes
stored as SHA-256 hashes with salting to
prevent rainbow table attacks, (b) session
management: Time-limited tokens with
cryptographic validation to prevent replay
attacks, (c) communication security with TLS
1.3 encryption for all mobile-to-device
communications with certificate pinning, (d)
tamper detection: Physical enclosure monitor
with immediate alert generation upon
unauthorized access attempts, and (e) audit
logs: Comprehensive event logging with
timestamp accuracy and tamper-evident
storage.

3.4. Rationale for Proposed System

The system rationale and significance
lies in its access control via the integration of
advanced secured and user-friendly features
— all of which improves user experiences and
task efficiency with these feats:
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1. More data means better decisions With
added sensors, these devices can collect a
large amount of data in many different
areas (Allenotor et al., 2015; Allenotor and
Ojugo, 2017; Ojugo and Eboka, 2018).

2. Ability to track/monitor: Tracking data
for use greatly benefits a user. [oTs have
the ability to capture current quantity of
fuel. Knowing the state of your fuel will
allow an operator know when to restock
without having to consistently check it
themselves (Aghware et al., 2023b; Hurt,
2019).

3. Lighten the workload with automation
Having a device doing most of the work
for you means that you can save more
time and cost. This greatly reduces
human efforts. It also results in devices
being created that need little to no human
intervention, allowing them to operate
entirely on their own (Akazue, Debekeme,
et al., 2023; Maureen et al., 2023).

4. Better Life Having your devices track and
order things, turn light switches off for
you, and help manage important tasks
that you may not have the time to do
yourself certainly takes away a lot of
stress (Malasowe et al., 2023; Ojugo,
Akazue, Ejeh, Ashioba, et al., 2023;
Ojugo, Ejeh, Odiakaose, Eboka, and
Emordi, 2023).

4. RESULT FINDINGS and
DISCUSSION
4.1. Authentication Performance

The three-factor authentication system
demonstrated superior performance across all
evaluated metrics during the 30-day testing
period. Authentication accuracy achieved
98.7% success rate across 847 legitimate
access attempts, with only 11 false rejections
attributed to environment factors affecting
biometric  sensor performance during
extreme weather conditions.

Response time analysis revealed an
average authentication duration of 3.2
seconds from RFID presentation to door
unlocking. A breakdown of its timing showed:
RFID verification (0.8 secs), PIN processing

(1.1 secs), mobile token generation (0.7 secs),
and biometric verification (0.6 secs). These
results demonstrate the system's capability
for real-time operation without significant
user experience degradation. Table 1 details
authentication performance across different
user scenarios and environmental conditions.

Table 1. Authentication Performance

Metric Optimal Adverse Overall
Conditions | Conditions | Performance

Success Rate 99.4% 96.8% 98.7%

A.V erage Response 3.0 secs 3.6 secs 3.2 secs

Time

False Rejection 0.6% 3.20 1.3%

Rate

False Acceptance o o o

Rate 0.0% 0.0% 0.0%

4.2. Security Resilience Evaluation

Security testing revealed exceptional
resistance to common attack vectors affecting
traditional access control systems. The multi-
factor approach successfully prevented all
attempted unauthorized access across 156
simulated attack scenarios.

RFID Cloning Resistance: The system
demonstrated complete immunity to RFID
cloning attempts using commercially
available cloning devices. Enhanced
encryption and dynamic challenge-response
protocols prevented successful credential
replication across all test scenarios.

PIN  Brute Force Protection:
Implementation of progressive lockout
mechanisms  effectively countered PIN
guessing attacks. After three consecutive
failed attempts, the system implements
exponential backoff periods, reducing the
effective attack rate to negligible levels.

Biometric Spoof Mitigation: Advanced
liveness detection algorithms successfully
identified and rejected synthetic biometric
presentations including silicone fingerprint
mold, printed facial photographs, and digital
replay attacks.

Table 2. Security Resilience

Fupre Journal 9(3), 253 - 270(2022)
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| Session Replay | 10 | 0 | 0.0% |

4.3. System Reliability / Operations

Continuous operation monitor showed
exceptional system reliability with 99.97%
uptime over a 30-day evaluation period. The
total downtime of 8.7 minutes was attributed
to 3 minor updates done remotely without
requiring physical intervention.

Power management evaluation revealed
superior performance of the backup battery
system, providing 18.3 hours of continuous
operation during simulated power outages.
This exceeded the design specification of 12
hours, enhancing the system's suitability for
critical security applications.

Network connectivity resilience testing
showed 100% recovery rate from temporary
disconnections, with an average recovery of
4.2secs (Eboka and Ojugo, 2020). The

system's offline operation capabilities
maintained essential functionality during
connectivity interruptions, ensuring

continuous access control operation.

Table 3. System Reliability

A Design
Reliability Performance Target Improvement
System Uptime 99.97% 99.5% +0.47%
Battery Backup 0
Duration 18.3hours 12.0 hours +52.5%
Network 100% 95% +5.3%
Recovery Rate
Average . 4.2 secs 10 secs -58%
Recovery Time

The mobile app demonstrated excellent
user experience with an average biometric
authentication time of 2.1secs (Ojugo,
Akazue, Ejeh, Odiakaose, et al., 2023; Ojugo,
Ejeh, Odiakaose, Eboka, and Emordi, 2023;
Setiadi, Nugroho, et al., 2024). In addition, its
push notification achieved a 99.2% success
rate with average latency of 0.8secs from
event generation to users (Chibuzo and Isiaka,
2020; Fairclough, 2023). Also, user interface
responsiveness maintained a 100ms response
times for all interactive elements, meeting
modern application performance standards.
Cross-platform consistency test confirmed
equivalent functionality across Android and
10S devices with no platform-specific
performance degradation.

4.4. Mobile Application Performance
Comparative evaluation against the
conventional SecureTech ST-400 two-factor
system revealed significant advantages in
security effectiveness while maintaining
competitive operational performance.

Table 4. Security Analysis

Security Metric Conventional | Proposed | Improve
System System ment

Authentication 2 (PIN + PIN +

Factors RFID) RFID + +50%

Biometric

PIN_Brute Force Medium High +45%

Resistance

RFID Cloning Low High +75%

Resistance

Audit Trail Integrity Medium High +60%

Tamper Detection Basic Advanced +50%

The proposed system achieved superior
security performance across all evaluated
metrics while maintaining comparable
authentication  speed. = The  average
authentication time of 3.2 seconds represents
only a 112.5% increase compared to the
conventional system's 1.5 seconds, providing
acceptable user experience despite enhanced
security

Table 5. Operational Performance

. . Conventional | Proposed | Improve
Security Metric System System ment
Authentication 3.2

0,
Factors 1.5 seconds seconds +113%
PIN_Brute Force 98.5% 99.97% +1.5%
Resistance
RFIP Cloning Limited Comprehe Qualitative
Resistance nsive
Audit Trail . o
Integrity Moderate High Qualitative
Tamper . o
Detection Low Medium +57%

4.5. Security Enhancement

The implementation of three-factor
authentication =~ demonstrates  substantial
security improvements over conventional
two-factor systems. The 75% improvement in
RFID cloning resistance directly addresses
one of the most significant vulnerabilities in
traditional access control systems. By
implementing dynamic challenge-response
protocols and enhanced encryption, the
system effectively counters the proliferation

Fupre Journal 9(3), 253 - 270(2022)

259



Omosor et al.(2025)/ FUPRE Journal, 9(3):253-270(2025)

of inexpensive RFID cloning devices that
have undermined conventional card-based
systems. The complete elimination of false
acceptance rates across all testing scenarios
represents a critical achievement for high-
security applications. Unlike conventional
systems, where compromising a single factor
(PIN observation or RFID cloning) can grant
unauthorized access, the proposed system
requires simultaneous compromise of all
three authentication factors, exponentially
increasing the complexity and resources
required for successful attacks.

The integration of biometric verification
as the third factor provides several
advantages beyond security enhancement.
Biometric characteristics are inherently non-
transferable and difficult to replicate,
addressing the human factor vulnerabilities
associated with shared credentials or coerced
access. The implementation of advanced
liveness detection algorithms successfully
countered sophisticated spoofing attempts,
demonstrating the robustness of the chosen
biometric implementation.

5. CONCLUSION

This study successfully demonstrates the
feasibility and effectiveness of implementing
enhanced multi-factor authentication for door
access control via IoT. System yields great
security enhancement with acceptable user
experience and operational performance with
key findings as: (a) Enhanced Security: a 3-
factor authentication yield improved security

against contemporary attack vectors with 100%

resistance to RFID clone, PIN bruteforce, and
biometric spoof attacks at extensive testings
(Ojugo, Yoro, et al., 2013; Okonta et al., 2013,
2014), (b) Operation Reliability: System
demonstrates exceptional reliability with an
uptime of 99.97% and superior performance
in adverse conditions — making it suitable for
critical security applications (Okpor et al.,
2024, 2025), (c) User Experience: Despite
added authentication factors, it maintains an
average 3.2secs response time with enhanced
user (mobile app) interface (Ojugo, Oyemade,
et al., 2013; Ojugo and Oyemade, 2020;

Oyemade et al., 2016), (d) Modularity of its
architecture and standardized trigger does
facilitate deployment across diverse environ
while supporting scalable administration and
maintenance (Odiakaose et al., 2024, 2025).

Our study addresses critical challenges
in traditional access control systems while
providing a practical implement scheme for
organizations requiring enhanced physical
security (Aghware et al., 2023a; Aghware,
Ojugo, et al., 2024). The comprehensive
evaluation methodology and empirical
results provide valuable insights for both
researchers and practitioners in the access
control security domain. Future research
directions include investigating adaptive
authentication mechanisms that dynamically
adjust security requirements with risk
assessment, exploring integration with
emerging  biometric  modalities, and
developing machine learning approaches for
behavioural pattern recognition in access
control applications (Brizimor et al., 2024;
Obasuyi et al., 2024).

Improvements in security effectiveness,
combined with acceptable operational
characteristics, support the adoption of multi-
factor authentication as a best practice for
high-security access control applications
(Malasowe, Edim, et al., 2024). The research
contributes both theoretical understanding
and practical implementation guidance for
advancing the state of physical security
systems.
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